In this paper, a covert communication method is proposed that embeds a digital communication signal onto the radar return of a pulse Doppler radar. The interfering radar signal at the receiver is estimated and coherently subtracted from combined signal prior to demodulation of the communications signal to baseband and symbol detection. The robustness of the communication method to various estimation errors is investigated for several phase shift keying digital communication modulations through Monte Carlo simulations. It is demonstrated that differential encoding systems with non-coherent detection perform best in the presence of frequency estimation errors. However, it was also demonstrated that the system is not very robust to phase estimation errors. The performance of non-coherent differential phase shift keying and differential quaternary phase shift keying are investigated to determine the impact of varying different parameters upon symbol error rate.
INTRODUCTION
Many military or civilian law enforcement operations rely on the ability to covertly communicate between platforms to maintain operational security and the tactical element of surprise. Such operations may include intelligence collection and reconnaissance or targeting of adversary positions. Methods of covertly communicating have been explored throughout history. In many instances, encryption is used to prevent an adversary from deciphering the content of an intercepted signal. However, it is often desired to prevent adversaries from detecting communications signals between friendly units which could compromise their location or provide adversaries with other intelligence. If the transmitting platform is to remain covert, a low probability of intercept (LPI) method of communication is required. Various LPI modulation techniques have been presented in the literature including direct sequence spread spectrum (DSSS) and frequency hopping (FH) communications to combat narrow band interference [1] [2] [3] .
Other means of covertly communicating include embedding a communication signal into a large signal that occurs in the environment. A clandestine underwater acoustic communication system is examined in [7] that embeds a DSSS communication signal onto a whale noise masking it from detection by adversaries. A virtual time reversal mirror focuses the energy of the communication signal while channel estimation is conducted utilizing matching pursuit. In [8] [9] [10] [11] , covertly embedding a communication signal in radar backscatter is investigated. An eigen value based approach to the communication signal design is analyzed in [8] . In [11] , mUlti-path time reversal introduces spatio-temporal focusing of the communication signal at the desired receiver while distorting the signal at other locations increasing its covertness. Theoretical limits of low probability of detection (LPD) communication in a channel corrupted by additive white Gaussian noise (AWGN) was explored in [4] [5] [6] . In [4] , fundamental bounds on LPD comunicaton over wireless channels subject to AWGN are developed and a square root limit on the amount of information transmitted reliably and with LPD over a AWGN channel is presented. The results in [4] are extended and generalized in [5] through development of a coding scheme based on the principle of channel resolvability. While in [6] , a privacy rate is defined and analyzed over an AWGN channel as well as a Rayleigh single input -single output and multiple input -multiple output channel.
In this paper, a covert communication method initially explored in [12] that masks a digital communication signal in the return of a pulse Doppler radar signal is analyzed. At the receiver, an estimate of the radar signal is produced and coherently subtracted from the received signal prior to demodulation and detection of the communication signal. Several phase shift keying (PSK) modulations are analyzed through Monte Carlo simulations to determine their robustness to frequency, phase, and amplitude estimation errors. To simplify the analysis, perfect system synchronization between the transmitter and the receiver of the communications signal is assumed.
Monte Carlo simulation results are also presented that analyze the impact of the pulse width, the fast Fourier transform (FFT) size used, and the number of radar pulses in the estimation for differential phase shift keying (DPSK) and differential quaternary PSK (DQPSK) using non-coherent detection. In section 2, the problem description is provided and the proposed covert communication method is proposed. Simulation results are presented in section 3 to evaluate the performance of different PSK modulations. Conclusions and areas of future research are discussed in section 4.
PROBLEM STATEMENT
In this section, a covert communication method is proposed that embeds a digital communication signal into the radar return of a high power microwave pulse Doppler radar. In Fig. 1 P RF. As is customary in signal processing analysis, we normalize the sampling time such that the signal received by STA2 is given by
where r2R is the radar signal received by STA2 and w is the AWGN. At STA2, an estimate of the carrier frequency is made and a phase shift keyed digital communication signal, e(t) with a carrier frequency, fr, is transmitted to STAI that is masked in the radar return signal and received by STAl. The signal received by STAI is SlR = rlR(t) + e(t) + wet). After normalizing the frequency with respect to the sampling time, the received signal at STAI is expressed in vector format as (2) At STAI, SIR is received and an estimate of the radar signal is subtracted from SIR , prior to demodulation to baseband and symbol detection.
Two separate estimation problems exist. First, the radar signal parameters are estimated at STA2. The radar signal is The second estimation problem occurs upon receipt of the signal , SIR, at STAl. The radar signal must be estimated and coherently subtracted from the received signal to remove the interference and allow detection of the digital communication signal. The amplitude of the received signal can be estimated through determination of the PSD as previously discussed or by determining the standard deviation of the signal, (6) where L is the number of radar pulses used to make the estimate.
The radar signal's phase is estimated by demodulating the SIR to baseband and determining the average values of the real and imaginary (I & Q) components of the signal in the radar pulse. The phase estimate is then determined by taking the inverse tangent as given by
where sIR [n] is the baseband signal. The estimated radar signal received at STAI is (8) Following estimation of the radar signal it is subtracted from SIR, leaving the communication signal with AWGN,
provided e = is:R -rIR is small.
In the next section, Monte Carlo simulation results are presented to analyze the impact of various estimation inaccuracies on the performance of the communication method. The robustness of BPSK, DPSK, and QPSK are analyzed for errors in estimation of the radar signal's frequency, phase, and amplitude. For DPSK, both coherent and non-coherent detection are explored.
SIMULATION RESULTS AND ANALYSIS
In the following analysis, it is assumed that the communication signal and the radar signal are perfectly synchronized (i.e. the communication signal is transmitted to coincide with the radar return). First, the effects of frequency, phase, and amplitude estimation errors are examined to determine which digital modulation scheme is most robust. Following that analysis, the system performance is analyzed using non-coherent (NC) detection of DPSK and differential QPSK (DQPSK) to determine the effects on the symbol error rate (SER) of changing the number of samples per pulse or pulse width, the FFf size, and the number of radar pulses used in the estimation of the radar parameters.
For the Monte Carlo simulations, 1 x 10 8 trials were conducted. The robustness of the various phase modulation techniques were examined for errors in the frequency, phase, and amplitude estimation of the radar signal.
First, the impact of errors in estimating the radar signal's frequency at STA2 was examined when using different PSK modula- (10) Due to the frequency estimation error, the signal space rotates at a digital frequency of W err resulting in poor performance for all of the coherent detection methods analyzed. However, for NC-DPSK, system performance mirrored that of the theoretical curve when there was a 1 % frequency error as shown in Fig. 2 . The immunity of non-coherent detection to frequency estimation errors was the major factor for choosing NC-DPSK and DQPSK for fu rther analysis.
Next, phase estimation error was examined assuming perfect estimation of the other parameters. Several values of phase estimation were examined. The results shown in Fig. 3 , demonstrate that the SER for all modulation types examined degraded significantly when the phase estimation error was greater than 7r /64 ~ 3 deg. This result is due to incomplete interference cancellation as (11) where Berr is the phase estimation error. Therefore, the covert communications scheme being examined is highly dependent upon accurate phase estimation to coherently subtract the interfering radar signal prior to demodulation and symbol detection.
The effect of amplitude estimation error, A err , was evaluated to determine the SER with the other estimated parameters, phase and frequency, assumed to be perfectly estimated. The amplitude error was provided as a percentage of the A r , Ar = A r + A err . An amplitude estimation error of 1 % was determined to be acceptable based upon the results shown in Fig. 4 . All of the modulations examined performed well under these conditions. Based upon the results obtained above, DPSK and DQPSK modulations using non-coherent detection were chosen for analysis of the overall system performance due to the robustness of the noncoherent detection methods to frequency offset between the radar signal and the communications signal. The proposed communication method's performance is further analyzed below, where the effects of varying the pulse width (or number of samples per pulse), the FFT size, and the number of radar pulses used in parameter estimation are evaluated.
The effects of the radar signal pulse width (Tpw ) and subsequently the number of samples per radar pulse were evaluated for DPSK and DQPSK using non-coherent detection. To evaluate the impact of the Tpw on system performance, the following parameters were used, K = 256, L = 4, P RF = 10kHz, and i s = 64 MHz for the Monte Carlo simulations. The intermediate radar frequency was chosen as a random value, where i r E {9000, 9010, 9020, ... , nOOO} kHz. The value of Br was a random number uniformly distributed between [-7r , 7r] radians. The pulse widths examined were T pw = [8 ,4, 2 , 1] f.L S. In Fig.  5 , the results are displayed along with the theoretical or ideal SER curves for DPSK and DQPSK. The results in Fig. 5 demonstrate that satisfactory performance can be obtained with a pulse width of If.Ls, (total of 256 samples), although performance is slightly degraded.
Next, the effect of the FFf size, K, utili zed i!l the estimation was examined. Since the PSD was only used to find i r, which DPSK was shown to be robust to frequency estimation errors in Fig. 2 , it is expected that the value of K could be chosen to be relatively low. For (,0,) this set of simulations, the system parameters used in the estimation were four radar pulses with a pulse width of 2J.Ls. The other radar parameters used in the simulation were the same as used previously. The performance of the proposed communication method was examined using K E {128, 64, 32}. The results are displayed in Fig.   6 . Satisfactory performance was observed for the DPSK modulation for K ~ 32 and DQPSK for K ~ 64. Based upon these results, relatively small FFT sizes may be used, lowering computation costs.
The minimum number of pulses used in the radar signal estimation was also examined. For the Monte Carlo simulation, the following parameters were used: the FFT size, K = 256, the pulse width, and Tpw = 2J.Ls. The SER was determined when using L E {I , 2, .
.. 6}. In Fig. 7 , the results for L = {I , 2, 3} are displayed along with the theoretical SER curves for DPSK and DQPSK modulations using non-coherent detection. From the results in Fig.  7 , the system performance approaches the theoretical SER curves as the number of pulses used to make the estimate rises. Satisfactory performance was achieved in all cases examined. These results are consistent with those obtained where the pulse width was varied.
CONCLUSION
In this work, an initial feasibility study of covert communications system which embedded a digital communication signal onto a coherent radar return pulse was examined. In this study, the radar interference was estimated and coherently subtracted from the received signal prior to demodulation and symbol detection. First, it was demonstrated that of the potential PSK modulation schemes that non-coherent DPSK was relatively immune to frequency estimation errors. It was also demonstrated that the proposed communication method is highly dependent upon accurate phase estimation. Then, DPSK and DQPSK were examined to determine the effect of the pulse width of the radar signal, the FFT size used, and the number of radar pulses used in the estimation. It was demonstrated through Monte Carlo simulations that both modulation methods performed well for pulse widths as small as IJ.Ls and with an FFT size, K ~ 64. It was also demonstrated that as few as one to two radar pulses were sufficient to achieve satisfactory performance.
This work reports the findings of an initial feasibility study and does not include assessment of channel characteristics such as fad- ing, system synchronization errors, or radar system characteristics such as pulse shaping, PRF jitter, and pulse compression. Future work will analyze the proposed covert communication method when taking these factors into account.
